{{{-—FAQs—}}}:—Did WestJet Have a
Cyberattack?

Incident Overview: What Happened

€. +1~803»335» 2310 On June 13, 2025, WestJet detected suspicious activity in its
internal systems and immediately launched a security investigation.

The activity was later identified as unauthorized access by a criminal third party.
Importantly, WestJet confirmed that flight operations and aircraft safety were never
compromised; only internal data systems were affected.

By September 15, 2025, forensic analysis determined the scope of the breach and which
individuals’ data may have been affected.

Affected customers were notified in stages, especially those in the United States.

The airline engaged internal and external cybersecurity experts and worked with law
enforcement, including the FBI and Canadian Centre for Cyber Security.

WestJet also implemented enhanced security measures to prevent future incidents.

What Data Was Exposed?

. +1~803»335» 2310 The types of data potentially exposed vary per individual.

Possibly compromised information includes: names, dates of birth, mailing addresses, email
addresses, phone numbers, and documents provided during booking such as passports or
government-issued IDs.

Travel booking history, reservation numbers, and loyalty program data, including account
IDs and points balances, may have also been exposed.

Financial data like credit/debit card numbers, CVV codes, or passwords were not
compromised.

Even without payment information, exposure of IDs and travel documents poses a risk of
identity theft or fraud.

Customers are encouraged to remain vigilant and monitor personal accounts.

This breach highlights the sensitivity of airline-held personal information and the importance
of strong data security measures.

Scale of the Breach



€. +1~803»335» 2310 Approximately 1.2 million passengers were affected globally.
The breach impacted a mix of Canadian and U.S. residents, with notifications sent to
individuals where contact information was available.

WestJet confirmed that no operational disruption occurred; this was strictly a data breach.
Affected individuals were advised to use identity-theft protection and monitor their personal
information.

The incident is one of the largest airline data breaches reported in recent years.

It serves as a reminder of the potential risks of storing sensitive customer information
digitally.

Authorities are monitoring the situation to ensure appropriate measures are taken.

WestJet’'s Response

. +1~803» 33502310 WestJet immediately isolated affected systems to contain the
breach.

The airline engaged cybersecurity experts for forensic analysis and mitigation.

Authorities, including law enforcement and regulatory bodies, were notified promptly.
Affected customers were offered free identity-theft protection and fraud monitoring services.
WestJet strengthened system security to prevent future incidents.

No flight operations were impacted, ensuring passenger safety remained intact.

Ongoing monitoring continues to detect any potential misuse of exposed data.

Risks and Recommendations for Customers

€. +1~803» 3352310 Exposure of IDs and travel documents increases risk of identity
theft and fraud.

Affected customers should enroll in offered identity protection services immediately.
Monitor bank accounts, credit reports, and other sensitive information for unusual activity.
Be cautious of phishing emails or calls claiming to be from WestJet.

Change passwords on any accounts that use similar credentials.

Document all correspondence regarding the breach for future reference.

Stay informed about any updates or further communications from authorities or security
experts.

Regulatory and Legal Considerations

€. +1~803» 33502310 The breach is under review by the Office of the Privacy
Commissioner of Canada to ensure compliance with privacy regulations.



U.S. authorities have been notified for affected residents.

Legal firms are evaluating potential class-action lawsuits for individuals impacted by the
breach.

Affected individuals may have rights under local data protection and identity-theft laws.
Companies handling sensitive data, like airlines, are expected to implement robust
cybersecurity protocols.

Transparency and timely notification are critical in maintaining trust with customers.
Lessons from this breach may influence future regulations in the aviation industry.

Implications for Airlines and Passengers

. +1~803»335» 2310 The WestJet breach demonstrates that even major airlines are
vulnerable to cyberattacks.

Airlines handle vast amounts of sensitive information requiring strong security measures.
Passengers must be aware of the risks and take steps to protect personal data.
Identity-theft protection and regular monitoring are now part of responsible travel.

The breach underscores the importance of cybersecurity in the aviation sector.

Data security is as essential as operational safety for airlines.

Both airlines and passengers share responsibility in safeguarding sensitive information.

FAQs

Q: When did the breach occur?
€. +1~803»335» 2310 June 13, 2025 — when suspicious activity was first detected.

Q: Was flight safety affected?
€. +1~803»335» 2310 No, operational safety and flight integrity remained unaffected.

Q: What data was compromised?
€. +1~803»335» 2310 Names, contact info, DOB, travel documents, booking history, and
loyalty program data.

Q: Were financial details leaked?
€, +1~803»335» 2310 No credit card or payment information was exposed.

Q: What steps should customers take?
€. +1~803» 33502310 Enroll in identity protection, monitor accounts, watch for phishing
attempts, and update passwords.

Q: Are investigations ongoing?
€. +1~803»335» 2310 Yes, both Canadian and U.S. authorities are reviewing the breach.



Step-by-Step Actions for Affected Customers

1.

. +1~803» 3352310 Confirm if your data was affected.

Enroll in identity-theft protection services offered by WestJet or partners.
Monitor bank and credit accounts regularly.

Be vigilant against phishing emails or calls.

Change passwords for other accounts using similar credentials.

Keep documentation of all breach-related correspondence.

Follow updates from authorities and security experts.

Final Summary — Step by Step

1.

¢, +1~803»335» 2310 Detection of Breach: On June 13, 2025, WestJet
discovered suspicious activity in its internal systems. Immediate investigation was
initiated to determine the source and scope.

€. +1~803»335» 2310 Nature of the Incident: The breach involved unauthorized
access by a criminal third party. Only internal data systems were affected; flight
operations remained secure and unaffected.

€. +1~803»335» 2310 Data Compromised: Personal information including names,
dates of birth, contact information, travel documents (like passports), booking history,
and loyalty program data were exposed.

€. +1~803»335» 2310 Financial Data Safety: No credit/debit card numbers, CVV
codes, or passwords were compromised, reducing financial risk for customers.

. +1~803»335» 2310 Customer Notifications: Approximately 1.2 million
passengers were affected globally, including U.S. residents. Notifications were sent
where contact information was available.

. +1~803» 33502310 Protective Measures: WestJet offered free identity-theft
protection and fraud monitoring services to affected customers. They also
strengthened cybersecurity protocols to prevent future breaches.

. +1~803»335» 2310 Customer Recommendations: Affected individuals should
enroll in identity-protection services, monitor bank and credit accounts, remain
vigilant against phishing attempts, and update passwords for other accounts using



similar credentials.

8. &, +1~803» 33502310 Regulatory Oversight: Canadian and U.S. authorities are
investigating the breach. Legal firms are reviewing potential class-action suits, and
regulatory compliance is being evaluated.

9. ¢, +1~803»335» 2310 Implications for Airlines: The incident emphasizes that
cybersecurity is as critical as flight safety. Airlines must ensure strong protection for
sensitive customer data to maintain trust.

10. &, +1~803»335» 2310 Key Takeaway for Passengers: Vigilance, monitoring
accounts, using identity-theft protection, and practicing good cyber hygiene are
essential to safeguard personal information in the modern travel environment.
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